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Local method using Ampio Designer

To set up lock control on the local IP network, you will need to get the following from the Tedee lock application or website:

* Lock ID (Device ID).
* Token

In the Ampio Designer tool, select the SETTINGS tab and the INTEGRATIONS sub-tab. Then, from the right-hand side of
the screen, select Add new integration. In the ACTION field, select the appropriate task, the choices are:

+ Tedee - lock
+ Tedee - unlock
+ Tedee - pull

INTEGRATIONS

TRIGGER NUMBER ACTION

Event 55: TedeeClose Tedee - Lock

1P 192168.7.7
Device I1D: 25525
Token:

For the selected action, select an event in the Ampio system or add a new one and give it a name. Then select the cog
icon on the right and enter the lock’s IP address, ID and Token.
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When the trigger is invoked, for example, from a mobile app or touch panel, the lock will close according to the command.

Token generation

The access key is generated in the Tedee portal by navigating to Personal access keys. Link to Tedee technical documen-
tation: https://tedee-tedee-api-doc.readthedocs-hosted.com/en/latest/howtos/authenticate.html.

Method with necessary internet access

Security

The authorisation method used here requires providing the tedee cloud login and password details in block parameters
- we use the data according to the method described in an official manufacturer’'s documentation. Everything that is in
the block is visible — anyone can see what the script does with the data. The password, however, is hidden by Node-RED
and access to Node-RED itself is also protected on MSERVs. In our opinion, the integration is safe, but if you want to be
extra cautious, we recommend that you set up a very strong password to MSERV and SmartHome Manager - this is the
very basic thing that needs to be done.

What do you need?

+ tedee lock

+ tedee gateway

+ M-SERV-s module with Node-RED — make sure that you are using the latest software with the configurator and
application. We will use line flags, which were recently introduced.

+ CAN configurator - version 5

Integration stages

Object preparation in SHM

Add 2 objects (sensor type) in SHM - one will indicate the lock’s status and the other its battery life. Save their ID. Then,
add 2 regular flags to SHM (add an object, select the module from the list on your left to which you want to assign the
flags, and enter the number of the flag in that module in the “Number” column) — they can be assigned to any module, but
MSERV is preferred. They will be used as initiators of action “Open” and “Close”. You have to remember which flags are
they and in which module they are (it is advisable to describe them well in the configurator), so that you do not use them
for anything else. Set the initiation time to ‘100, so that the flag works as a button and only sends impulses.

Note: In the nearest future this setup will be updated and a line flag will be added to MSERV. One additional func-
tionality must, however, still be added to the application.

1230|a013: State 0 10(8 bit Value | Setti...
1231|a013: Battery 0 10|Sensor |_Setti... |
1232|819e:Grzejniki IT Open 100 20|Flag |_Setti...

1233|819e:Grzejniki IT Close 100 21|Flag |_Setti...
1235|819e:Grzejniki IT+pow Tedee 1] 1|Custom object |_Setti...

Optionally, one can also add a related object to sort out all the values in one field.

Line flag

In the new CAN configurator M-SERV-s will show 3 line flags available. Mark one of them (give it a unique name), so that
you do not use it unconsciously somewhere else. The line flag will store the lock’s status in a numerical form, as per the
table below (from the manufacturer’s official documentation):


https://tedee-tedee-api-doc.readthedocs-hosted.com/en/latest/howtos/authenticate.html
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Number Name

Uncalibrated
Calibrating
Unlocked
Semilocked
Unlocking
Locking
Pulled
Pulling
Unknown

8 Updating

0o NoOCUuThhWN=-

We can later also add a condition to such a line flag and, e.g. switch the lights on, illuminate a touch panel in green, red,
or otherwise, etc.

Node-RED

The nextintegration step happens in Node-RED. Open Node-RED with the following address: http://ADRES_IP_MSERV:1880.
Basic familiarity with Node-RED is advisable.

Use the top right button “Import” to import the tedee.json file. You will get the following block:

Enter the following parameters in the block:

Edit subflow instance: Tedee Lock

Edit subflow template Delete Cancel
i+ Properties & =B H
W Name

@ Login %, kuba@ampio.pl

2, Password & &

& Lock ID % 9263

SHM State

object ID - % 1230

SHM Battery

level object ID | = % 1231

Linear flag ID | 1

Ak
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Enter your tedee account’s login and password. Then open your lock in the tedee application and look for a gear icon at
the bottom of the screen. Open the “Information” tab and copy the lock’s ID into the block’s parameters in Node-RED.

In the “SHM State object ID” field, enter the object that you created in the SmartHome Manager to store the status of the
lock.

In the “SHM Battery level object ID” field, enter the object that you created in the SmartHome Manager to store the status
of the battery life.

In the “Linear flag ID” field, select the line flag’'s number that you will use.

Now, connect the block:

Ampio OUT
Ampio IN connected
e Tedee Lock
Ampio IN http request
Token OK

LU ’.".I

The block will expect the msg.payload string ‘open’ or ‘close’ at the input. This is why two Ampio IN blocks need to be
attached - one for the ‘open’ flag, and the other for a ‘close’ flag. Then, attach the switch and change blocks. Switch
verifies if msg.payload equals 1, while change sets the right ‘open’ or ‘close’ string.

For those who do not feel comfortable with this integration step, we recommend reading an example included in
the tedee_example.json file to see how it should be done.

At the block’s output we see 4 ‘dots’ that indicate 4 nodes. The first communicates a status in a numerical form. The
second one is for the battery life. The third node sends a RAW command to set the line flag up, while the fourth one sends
an HTTP request to API.

In order to carry out the integration, nodes number 3 and 4 need to be connected. Connect the “Ampio OUT" block to the
3rd node and select MSERV (or a different module that you set up with a line flag in step 2 “Line flag” of this guide) as
well as the output type — RAW CAN broadcast. Then, connect the “HTTP request” block to the 4th node and configure as
shown below:



ap

= Method - set by msg.method -

@ URL
Enable secure (SSL/TLS) connection

Use authentication

E L

i Type basic authentication

& Username admin

& Password

Enable connection keep-alive

Use proxy

ap

€ Return a UTF-8 string

¥ Name

Enter your SmartHome Managera details as username and password.

Test

Having assigned objects in SHM to a group, open the mobile application (Ampio UNI) and test the integration. It should
look more or less like this:

>

Battery
42%

Updating the status and battery life can take a while — an update happens every 10 seconds. When you press the “open”
or “close” buttons, the lock should perform those actions and update its status. When the open/close action is initiated
with Ampio, the lock will keep updating every second for the next 10 seconds in order to report its status accurately. After
that, it will start updating every 10 seconds again.

Battery status

The latest Tedee library version might not support the above-mentioned approach to displaying the battery status. In
such a situation, you should download the status from the Tedee Lock block’s second output and display the status in the
mobile app with a line flag. You may find the guide Integration of the Ampio system with Node-RED useful here.

Possibility of creating conditions with panels

If you want to, you can control the lock from a panel or any Ampio module with inputs. In order to do that, you have to
create a condition of reassigning the input status to the flag that controls opening and closing of the lock. Additionally,


https://help.ampio.com/en/installer-tutorials/integration-of-the-ampio-system-with-node-red/

you can also create conditions to the lock’s status by creating a condition in the line flag. For example, if the flag's value
equals 2, it means that the lock is open and you can initiate another action based on that.

Downloads:

* tedee. json
* tedee_example. json

Tedee locks can also be integrated by purchasing the Tedee Dry Contact wired module. For more information,
please visit the manufacturer’'s website.


tedee.json
tedee_example.json
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